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borderless networ 1 



f national sovereignty 
'* a global approach 
.< of "criminal heavens" 

>n+: Quantity matters 

I nternet reflects the society, it does not constitute the society 
Criminals, Paedophils, Hate Preachers, Vandals etc. 

Role of Service Providers & I nternet Users 

- Netiquette 

- Self- Regulation 
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- Only little 
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■ Crime costs between 100 and 300 $ 
"nowledge (fear of reporting/5%) 

iminals vs. Good Guys? 



; want to get money 

Terrorists want to create harm 

Youngsters want to play (making a terrifcally complex system do 
something it was not intended to do by the designers) 

Good guys want to improve the world (find the wholes, the weaknesses 
and vulnarabilities of the existing systems) 



lineer is a hacker 

i ii 1 1 ions/ male, age 12 - 28; perform low in school, can x t get 



i. cracker 



eking Psychology 



Elite 

Criminals 

Wannabees 

- Ethical Hackers 

- Money Safers 

- Terrorists 

- Warriors 

- Spys 
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Jacking 

- Password 

- Troj an 

- Crypto 

Ma I wars 

- Worn 7 
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/Theft 

Phishing (Credit Cards) 

Pharming 

Spoofing 

>enial of Service Attack 

- DDOS 

Other Cybercrimes 

- Intellectual Property 

- Content (Childpron, Racism) 

- Cyberbul lying / Cyberstalking 
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are that e-life is an open book, I nternet connection is both a source of 
' and insecurity and you can not really prevent identity theft thats is why 
I do what you can to make it difficult for criminals like be aware, do 
_t respond, use long and difficult passwords, aks companies biow they handle 
'our data and do not throw sensitive papers into your garbage, 



Global cooperation, more investment into security, research and development, 
offering security tools, encryption, education into skilled workers, cooperate with 
law enforcement 

Government 

- Create interministerial cybersecurity units, develop a skilled workforce both for 
administration and industry, raise the level of user education, cooperation with 
other governments within the framework of Cybercrime Convention, ITU & WSIS 
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the confidentially, integretiy an 
computer data and systems 

, Illegal Interception, Data Interference, System Interference, 



>evices 



i iputer Related Offences 

Forgery, Fraud 

. Content related Offences 

Child Pron, Racism (Additional Protocol) 

Offences related to I PR and Copyright 
I nstruments 

- I nternational Cooperation, I nvestigation beyond national borders 

Status 

- Signed by about 50 countries, Ratified by about 20 countries, Recommended by 
WSIS 



IS Constitution 



it of the people to be secure in their person, houses, papers and effects 
. unreasonable searches and seizures, shall not be violated and no 
mts shall issue but upon probable cause, supported by Oath or affirmation, 
escribing the place to be searched and the persons or things to 



pean Constitution, Article 11/67-68 

./eryone has the right to respect for his or her private and family life, home and 
communications 

Everyone has the right to the protection of personal data 

Such data must be processed fairly for specific purposes and on the basis of the 
consent of the person concerned or some other legitimate basis laid down by law 

Everyone has the right of access to data which has been collected concerning 
him or her and the right to have it rectified 

Compliance with these rules shel be subject to control by an independent 
authority 
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Social Networks 



- Practices 



Policies 



Access to stored data 

- Law Enforcemeni 

- I ndustry 

- Everybody 
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-> Code of Conduct 
-» Consurr 

- Opt- 

-» Principle 

- Jn 



Opportunity 

in & Opt-out 



vidual Right of informational self-determination 

vernmental Regulation 

- Security vs. Privacy? 

- Patriot Act, Anti-Terrorist legislation 

Next Generation Networks 

- Social Networ 1 ' 
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... is granted automatically to creative works under the Berne Convention; 

~>r does not have to actively register or otherwise apply for copyright to 
i to the work. As soon as the work is "fixed", that is, written or 
recorded on some physical medium (e.g. words written on page, music recorded 
onto tape, etc.), its author is automatically granted exclusive rights to the 
distribution of the work and any derivative works unless and until the author 
explicitly disclaims them, or until the copyright expires 

Subject of Protection / literature, sound recordings, films, photographs, software, 
architectural works 



Fair Use, Education and Research, Parody, Private Use, Public Domain 
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VVJPO Copynght Convention (1995 

provides additional protections for coovriciht deemed 
jn information technoiocjy like corrio 



cessary due to advances 
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technological measures for the pro 



ection of works 



Mementation: USA/Digital Millenium Copyright Act (DMCA), Europe/European 
•right Directive 



PS ( 1994) 



_ jntains requirements that nations' laws must meet for: copyright rights, 
including the rights of performers, producers of sound recordings and 
broadcasting organisations; geographical indications , including appellations of 
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for the developers of new plant varieties ; trademarks ; trade dress ; and 
undisclosed or confidential information 

es, remedies, and dispute resolution procedures 

- introduced intellectual property law into international trading system 



ACTA (2010) 



- Three strikes model? 
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Right to Share vs. Exclusive Right; 
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-Definition of Fair Use 



_,alance between stimulation of innovation and freedom of expression 
Towards a new business model? 

WSIS Geneva Declaration of Principles (2003) 

Article 42 "I ntellectual Property protection is important to encourage innovation 
and creativity in the Information Society; similarly, the wide dissemination, 
diffusion, and sharing of knowledge is important to encourage innovation and 
creativity. 
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e and impart information and ideas orally, in writing 
Dugh any media of his/her choice; regardless of 



uties and Responsibilities with respect of the rights and 
putations of others (privacy, libel etc.), justified restrictions by law 
to protect national security, public order, public health and moral 

prohibition of war propaganda and advocacy of national, racial or 
religious hatred 





-» National Regulation v. 

- 1st Arnen dement 

- Europe 

- Other 

- China 



clerless Cyberspace 



Content Regulation / Racism & Youth Protection 
ures (Saudi Arabia, Iran, Egypt) 



ji'e Case 

- The Great Firewall 

- Google.cn vs. Google.com 



Wikileaks 

- Freedom Fighters or Bad Guys? 



